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Assessing and responding to problems
The human factor

Understanding the point of view of user


Asking the appropriate questions


Listening and empathy 

Prioritizing problems/examples

Dealing with unrelated problems


The ability to determine what issues need to be addressed and in what order

It’s important to understand the equipment you are working with. Be sure to approach the situation in a straightforward and logical manner keeping the troubleshooting procedures listed below in mind.

Troubleshooting procedures
· Identify the exact issue
· Re-create the problem
· Isolate the cause
· Formulate a correction
· Implement the correction
· Test
· Document the problem and solution
· Give feedback
Identify the exact issue
· ask open-ended questions
· listen carefully as to what is being said by the user
· keep in mind users may flavor their observations with their own interpretations
· learn to recognize pertinent information
· avoid quick fixes
Re-create the problem
· in a controlled environment attempt to reproduce the users problem
· document the problem listing all variables involved to verify you have found the cause of the problem and know  when it’s been repaired 
· Not all problems can be recreated in all situations such as ; data damage, physical   damage
· Intermittent problems may also be difficult to reproduce
· Depend on intuitive logical processes in situations when problems cannot be recreated
Isolate the cause
· use a systematic approach to isolating the cause of failures
· create a list of all possible causes
· eliminate possible causes of failures one at a time until failure is corrected
Troubleshooting procedures
Formulate a correction
· determine the appropriate course of action to eliminate the cause
· past experiences may assist in formulation of a correction
· develop a detailed plan for formulation of correction 
Implement the correction
· keep users productive while implementing correction
Test
· verify that issue has been resolved by testing former problem
· ask user to verify correction by testing
· user need to feel confident that problem has been corrected
Document the problem and solution
· document the symptoms, cause and resolution of problem
· use this information for a troubleshooting tool for future problem solving
· documentation provides the company with trend analysis and knowledgebase that can be used to address future issues
Give feedback
· follow up with users to determine that the resolution did not create additional problems
· verify stability of the environment through follow ups with users
Troubleshooting resources
Logging tools
· provides a utility for tracking occurrences on a system
· can be used to track everything that occurs on a network
· logging tools are network specific
· review logging tools specific to the environment
Performance monitoring tools
· provides an insight into the state of processes on a system
· provides trend analysis and baseline performance
Data analyzers
· a tool for analyzing and troubleshooting data problems on a network
· will provide information such as; percentage utilization of the network, number of packets on the network, 
number of network broadcasts and more
· allows you to capture and analyze data packets
Documentation
· unrealistic to expect that any one person has all answers
· other available resources for additional assistance include manufacturers' websites, resource kits, support CD’s, internet, FAQ’s and blogs
Create your own scenarios that are appropriate to your environment
Ask your students to offer some real life examples of actual problems to utilize for scenarios.
Example of a Login Issue Scenario

At Acme Enterprises your sales team requires access to a file shared on the network that contains the data used for sales contacts. You have a shared directory with access to a group called Sales. The Sales group contains user accounts for the members of the sales team. After providing access to the files an employee of the Sales team reports that they can't access the resource. 
Troubleshooting Procedure
· 
ID the Exact Issue
· 
Contact another Sales Team member and see if they can access the resource

· 
He reports that he cannot

Re-Create the Problem
· 
Ask both Sales Team members if they can access resources on another server

· 
Both indicate that they have saved other files to a network drive with out any problem

Isolate the Cause
· 
Review the login rights on the server that contains the Sale Team contact data

Formulate a Correction
· 
You notice that only the Administrator Group has been given right to log into the server 
that hosts the Sales Team directory

Implement the Correction
· 
Assign login rights on the server to the Sales Group

Test
· 
Ask the employees in the Sales Group if they can now access the resource

· 
Both confirm that they can now access the data
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