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Safety in Whyville 
 
With the evolution of increasingly sophisticated Internet tools and the advent of 
broadband connections, Web experience has moved beyond the passive dissemination of 
information towards real-time interaction between simultaneous users.  Virtual 
communities exist for groups that share every conceivable interest, hobby, or profession.  
People of all ages use the Internet as a place to meet other people for work and play.  
Chat rooms are ubiquitous on the Internet, and, accordingly, the maintenance of 
behavioral standards and safety is becoming a growing societal concern.  This is of 
particular concern when interaction involves minors or other vulnerable populations.   
 
This problem is complex and challenging enough that the majority of Internet chat sites 
today ignore it or limit their legal liability by requiring users to simply declare that they 
are over the age of 13, thus satisfying the Federal Children’s Online Privacy Protection 
Act (COPPA).  Others have established sections of their websites designated “Teen 
only”, with restricted communication options.  Seldom is there a thoughtful and 
comprehensive mechanism in place to establish and maintain site standards for the 
protection of young users. 
 
In the face of the general lack of concern or attention paid to security on the vast majority 
of Internet sites, many users of the Internet, especially parents, schools and school 
districts, have chosen to protect themselves and their children using client-side 
applications like NetNanny and SurfWatch that block out entire Web sites that may 
contain potentially offensive language.  Unfortunately, these systems often render 
inaccessible, for example, legitimate educational sites which happen to include words 
that can be used inappropriately.  For example, these services might exclude sites 
containing medical information on breast cancer, simply because of the occurrence of the 
word “breast”.  Other Internet Service Providers offer their users the ability to disallow 
chat capabilities.  This approach sacrifices content and interaction, two of the strongest 
features of the Internet, especially in the context of learning and education, in favor of 
safety. 
 
When launching Whyville.net, Numedeon set out 8 years ago to engage an audience of 
children ranging from the Internet’s youngest users to teenagers.  Whyville’s targeted 
demographic includes children under age 13 for whom COPPA regulations apply as well 
as young teenagers who are becoming interested in more complex and mature social 
interactions, and may in some ways be even more vulnerable to exploitation.  Whyville 
was designed to harness the power of the Internet, and specifically virtual worlds, for 
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education.  The ability to communicate and interact socially but safely is an important 
aspect of the educational vision behind Whyville.  As a result, Numedeon took on the 
challenge and obligation of providing users with a safe environment in which to learn, 
play, and interact without compromising on the richness and complexity that social 
interaction brings.  
 
Numedeon’s system, designed over the last 8 years, is one of the most extensive and 
sophisticated on the web.  While no system of behavioral control can guarantee complete 
safety, Whyville’s success has won recognition from the press and consumer groups.  In 
2006, Whyville won an iParenting Media Award as one of the greatest web sites for 
children, specifically indicating that it is best in class in terms of safety.  While the 
system described here continues to be a work in progress, adapting to both societal and 
technological changes and challenges, its current manifestation includes the essential 
components necessary for providing Internet safety for children within an interactive and 
social virtual community.  Further technical details of Numedeon’s safety system beyond 
the description here can be accessed at the US Patent Office with publication number 
20020198940. 
 
 
Background  
   
How should the managers of a site that promotes real-time interaction between users 
maintain standards and prevent inappropriate behavior?  How can standards be 
maintained within an environment like the Internet that is frequently anonymous and 
therefore difficult or impossible to hold individuals accountable for their behavior?  As 
websites become larger, more complicated, and the numbers of users increase, round-the-
clock real-time human monitoring of every chat phrase spoken is simply not feasible.  On 
the other hand, relying solely on users to self-police or file complaints which are 
responded to after the fact, means that critical situations can degenerate quickly into 
general mayhem.  Accordingly, some technological intervention is evidently necessary. 
 
From the earliest days of Internet chat rooms, the most common form of automatic 
behavioral control has relied upon simple word or phrase filters in chat.  Such filters 
either prevent words or phrases of a previously defined list from being used (“black list 
filtering”) or force users to communicate only with a subset of approved words or phrases 
(“white list filtering”).  Unfortunately, black list filtering is easily outwitted by users 
adept at creative alternate spellings.  It is also easy to communicate offensive ideas with 
words that by themselves are innocent.  In fact, both black and white list filtering 
typically do not take into account the larger conversational context, and therefore cannot 
distinguish between appropriate and inappropriate uses of the same word or phrase.   
Both also fundamentally stifle expression, and, in effect, assume users are guilty to begin 
with. 
 
Given the inflexibility and ineffectiveness of simple filtering techniques, efforts have 
been made to employ more sophisticated pattern recognition algorithms from other 
engineering fields such as neural networks to try to flag and prevent offensive material.  
While intellectually interesting, these automated self-learning algorithms have not yet 
proven themselves to be sufficiently effective and responsive to provide the level of 
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safety assurance one needs to run a real world site.  Given the complexities of human 
language, even without users actively trying to subvert filtering systems, it is likely to be 
some time before a completely automated system is possible. 
 
For these reasons, for the foreseeable future, the most effective safety system for sites 
popular enough to attract tens or hundreds of thousands of users is likely to be one that 
uses technology to assist human monitoring.  Such a system has been designed and 
implemented for Whyville, as described in the following sections. 
 
 
Numedeon’s Approach for Safe Online Communities 
 
Since 1999, Numedeon has been in the business of developing novel solutions to the 
problem of maintaining the safest possible Internet environment while at the same time 
allowing freedom of expression for users.  The company has designed a patent pending 
system that strikes a healthy balance between community safety and open 
communication, while remaining cost effective to administer and maintain.  This 
approach involves multiple modules, integrated together into one overall system.  The 
system provides barriers to entry, automated filtering algorithms, tools for human 
supervision, peer monitoring, punishments, and rewards to effectively set and maintain 
community standards, while minimizing the need for constant real-time human 
supervision. 
 
Numedeon’s approach is fundamentally based on the assumption that any system of 
community standards and control will be much more effective if it is designed to educate 
and engage the users themselves concerning what is acceptable and unacceptable 
behavior.  The tools included in this system make the expected standards of behavior 
clear to all users who then share the responsibility of maintenance and enforcement with 
site administrators.  The system leverages on the fact that Whyville is a rich and complex 
virtual world with users who are in many ways its citizens and caretakers.  Because these 
users identify with and care about their virtual world, it becomes easier to establish, 
maintain, and enforce community standards.  Analysis of the system’s effectiveness 
suggests that this approach leads to two important outcomes: users who do not respect 
behavioral expectations leave the site quickly, and those that stay rapidly learn and 
behave in compliance with site standards.     
 
 
Barriers to Entry    
 
The anonymity of the Internet contributes to problems with controlling user behavior.  In 
many chat sites, a user up to no good can create a new account, enter chat, cause 
problems, and leave whenever they want with no repercussions or consequences.  
Therefore, an important design objective for Numedeon’s system was to establish barriers 
to those who do not intend on becoming committed users of the site.  All new users must 
jump through a series of hoops before they can communicate with other users within 
Whyville.  The goal is to weed out problem users whose only desire is to disrupt the site 
and create trouble for others.  While it seems counter-intuitive for a site to impede and 
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challenge new users, evidence in Whyville suggests that raising the bar for entry actually 
facilitates user loyalty. 
 
In Whyville, in order to interact with others through chat, the bulletin board system, or 
the internal mail system, a new user must first: 
 

1. Visit the site on three separate days.  New users can decrease the waiting period to 
only one day if they provide evidence of their willingness to engage in the site by 
playing several of Whyville’s educational games.  

 
2. Score perfectly on a chat license test.  This test not only makes Whyville 

community behavior standards clear to new users but is also designed to 
familiarize users with how the community’s safety system works and how they 
can participate in maintaining site standards.  The test also addresses more general 
Internet safety issues (such as the risks of sharing personal information) and is 
therefore educational beyond Whyville itself.  The test is multiple choice, but is 
far from simple.  It establishes the fact that safety is not taken lightly in Whyville. 
Example questions are attached in Appendix A. 

 
Additionally, parents and guardians of Whyville’s users are encouraged to mail or fax in 
a signed acknowledgement of participation.  For users under the age of 13, the permission 
slip is required by COPPA.  Whyville offers a reward in clams, Whyville’s currency, to 
all users for the purpose of increasing parental participation and understanding of the site.   
If they wish, parents and guardians have the option to simply opt out of the 
communication aspects of Whyville.  By filling out the permission slip accordingly, they 
can choose to disable chat, Y-mail, or BBS.  Site statistics show, however, that as 
Whyville’s reputation for safety has grown, fewer and fewer parents are choosing to opt 
out. 
 

 
Automated Filtering Algorithms 
 
Whyville’s safety system includes a sophisticated filtering process that effectively blocks 
clearly undesired words and phrases but also evolves along with the language of the 
community.  The filter applies to all forms of communication within Whyville, including 
real time chat, the site’s internal email system, and other forms of written communication 
such as the bulletin boards.   
 
The automated filtering process detects occurrences of previously defined inappropriate 
words as well as phrases before they become public in the community.  The fact that the 
filter applies to both words and phrases is an important technical feature because the 
same word in two very different contexts can have very different meanings.  The filter 
also looks for standard forms of email addresses, phone numbers, and postal addresses to 
prevent sharing of personal information.  
 
A given phrase is first analyzed by a set of automated filters that catches not only exact 
matches to pre-defined words and phrases, but also popular close spellings and other 
alterations on the theme.  If a match is found, the given phrase is rejected, and the user is 
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asked to rephrase the communication.  A special characteristic of this automated filtering 
process is its ability to detect words and phrases that are less-than-exact matches to items 
on a pre-defined list.  A phrase is not made public to the community until it is found to be 
acceptable by this initial filtering process.  A more detailed technical description of this 
filter can be found in Appendix B.  
 
In addition to the filtering process described above, the system also allows individual 
users to identify words or phrases that they do not wish to send or receive.  This personal 
exclusory list is a useful safety feature parents can use, for example, to assure that 
personal information such as family names, street addresses, etc. are not communicated.  
The personal list also allows users to tailor their online environments to their own 
personal standards.  
 
 
Monitoring by Site Administrators 
 
While many sites with chat also have some form of automated chat filtering, in different 
degrees of restrictiveness, most of these sites go no further.  Filters are sufficient if the 
intent is simply to prevent certain words or phrases from being used.  Numedeon’s intent, 
however, delves deeper than simply blocking offensive words.  The goal is to detect and 
prevent unsafe or inappropriate behavior.  Since the complexities of the human language 
and the ingenuity of the humans themselves are likely to outpace any completely 
automated system for quite some time, Numedeon has developed a series of human 
intervention processes, aided by technical tools, that can supplement, extend, and serve to 
inform the automated filtering.  
 
Communication phrases that have passed through the filtering process described in the 
previous section (and in Appendix B) are subjected to a second level of filtering that 
involves a list of flagged words and phrases that could be objectionable or not, depending 
upon the context in which they are used.  A custom-designed user interface allows site 
administrators to rapidly judge the flagged phrases.  This online tool shows the flagged 
phrase in the context of the surrounding conversation as well as the behavioral history of 
the potential offender. The site administrator reviews this information and makes a 
judgment about the offense and metes out a penalty corresponding to the seriousness of 
the offense (details on punishments in the next section).  This online tool interacts in real 
time with the community website, allowing questionable chat phrases to be flagged 
assessed and evaluated instantly.  Penalties to users are also levied as soon as the 
evaluation is made, allowing rapid feedback.  The online tool includes time saving 
features such as: 
 

1. Priority Listing.  A number of criteria have been established, based on experience, 
to prioritize instances for review.  For example, review can be prioritized based 
on the severity of the category of infraction, the most serious infractions including 
sharing of personal information, sexual conduct, or password sharing.  In 
addition, the system looks for patterns of behavior that may be indicative of 
problems.  For example, priority is given to cases in which a user has repeatedly 
used a flagged word or phrase over a relatively short period of time.  This pattern 
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of behavior often indicates a specific attempt to violate site rules, as opposed to an 
accidental misstep.   

2. Automatic Notification.  The system automatically sends a text message (via 
Whyville’s internal Y-mail system) to the perpetrator explaining the reason for 
the penalty and suggesting ways to improve future conduct.  Studies show that 
immediate and constructive feedback is crucial in order for behavioral training to 
succeed. 

3. Pre-set Buttons.  To expedite the review process and assure consistency of 
penalties meted out among several site administrators, the tool includes pre-set 
buttons that tie recommended penalties and perpetrator notifications to common 
infractions.   

4. A special provision exists to monitor specific accounts when necessary.  Rarely, a 
user may come to the attention of the site administrators as requiring extra 
monitoring, and the system has in place the ability to monitor all communications 
involving this user.  Site administrators can keep track of this user over a period 
of time until a decision can be made as to whether the user is innocuous, should 
be banished, or perhaps reported to the authorities, although over 8 years, no 
infraction has as yet risen to this level of concern.    

 
Compared to automated filtering, monitoring by city workers is undeniably more 
expensive to the company.  Nonetheless, Numedeon believes that the cost is justified not 
only because it is effective, but also because it benefits the overall process in a number of 
important ways including: 
 

1. Human evaluation keeps the automated filters up-to-date.  Words and patterns are 
constantly added to and removed from the filter lists to keep up with the evolving 
language of the community.  If a monitor notices that a given word or phrase 
starts to be used more frequently in an offensive manner, a request is made to add 
the word or phrase to the content filter.  This process both improves the filter, and 
also reduces the number of phrases that need to be reviewed by our staff.  
Inversely, if a word or phrase consistently shows up as being used non-
offensively, then it can be deleted from the filters as well. 

2. More than just keeping the filters up-to-date, human evaluation allows city 
workers to keep their fingers on the pulse of Whyville, understanding the ever-
shifting trends and fads of the community.   

3. It is often the case that circumstances surrounding the infractions can be complex 
and require human judgment.  Like all modern systems of jurisprudence, penalties 
are decided based upon the circumstances, whether the user was provoked, 
whether the user is a newcomer and does not completely understand the rules, 
whether the user was tricked into the violation by another user, or whether the 
user is a long time, responsible veteran having a momentary lapse, and a plethora 
of other individual circumstances. 

 
Human evaluators inject a degree of personal touch and friendliness into the system that 
benefits the site as a whole.  Ultimately, the most important reason for using human 
evaluators is that Whyville is fundamentally dedicated to the education of the site’s users. 
Therefore, the site administrators’ are trained to not merely punish but also to proactively 
keep the site in order through intelligent and fair intervention.  They are trained and 
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expected to help shape the way that Whyville’s users conduct themselves, to help them 
learn how to play safely and appropriately not just in Whyville, but anywhere on the 
Internet, and perhaps even in life. 
 
 
Peer Monitoring 
 
In keeping with Numedeon’s educational focus to engage users to act appropriately and 
contribute actively to the safety of the community, one of the most important components 
in the system is a set of user tools that allow individuals to protect themselves, alert staff 
as well as others in the community of inappropriate situations, and consequently help 
both define and enforce the standards of community behavior.   
 
The most important tool in this set is the 911 report tool, used for reporting inappropriate 
or suspicious behavior to site administrators.  Any user can file a 911 report from any 
location on the site on a chat situation, an internal mail (Y-mail), a bulletin board posting, 
or a user profile.  For 911 reports on chat, users are asked to file reports as close as 
possible to the time of the incident, from the same chat area where the incident occurred.  
When making a report, the reporter is asked to include the time and location of the 
incident, as well as the reason for the report.  Upon submittal, the report is inserted into 
the database of the system and system city workers are notified via email.  A site 
administrator assigned to 911 reports uses an online tool to view the report.  The report 
shows the actual time and location of the report according to site logs and all chat phrases 
submitted in this chat area prior to the arrival of the reporter in the chat area from which 
the report was placed.  The system also includes any history of previously penalized 
behavior by either the perpetrator or the reporter.  The site administrator makes a decision 
regarding the validity of the report based on this information.  If the report is judged false 
or frivolous, the reporter is penalized, so as to maintain the integrity of this important 
tool.  If the perpetrator is judged guilty, the perpetrator is penalized.  As with all 
punishments in Whyville, the perpetrator receives a notice that indicates the incident in 
question, the penalty applied, and an explanation of why the behavior is unacceptable.  
For each 911 report, the reporter is sent a Report Decision notifying him/her of the 
decision result.  This notification may also suggest that the reporter make use of the other 
community safety tools such as silence and vaporize (see below).  If a penalty was not 
applied, the reporter also receives an explanation.  Like the tool for evaluating 
communication phrases, this online tool includes a set of buttons that trigger pre-defined 
penalties, explanations, and suggestions that aid in the standardization of decisions and 
speed of responses.  
 
Aside from 911, users can use a number of personal tools to control that they do and do 
not want to interact with on the site.  These peer control safety tools include silence, 
vaporize, permanent silence, and permanent vaporize.  
 
During chat, a drop-down menu is invoked when the user double-clicks on someone 
else’s avatar on the screen.  The drop-down menu gives a list of the peer control tools 
available to the user, and the user simply clicks on the desired tool.  911 report is also 
included in this list of tools.  The Silence Tool, for example, allows users to decide 
themselves when they no longer want to listen to an offensive or annoying user.  When 
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User A applies this tool on User B, chat phrases submitted by User B are no longer 
transmitted to User A while they are in the same chat area during the current session. 
User B is still able to communicate with all other users.  The Vaporize Tool allows users 
to stop seeing another user.  When User A applies this tool on User B, User B disappears 
from User A’s screen for the duration of User A’s stay in this chat area during the current 
session.  User B is still seen by all other users and is still able to see User A.  The 
permanent versions of both the Silence Tool and the Vaporize Tool allow the term of 
silence and disappearance to be extended beyond the current session.  User B remains 
silent/invisible to User A until User A decides otherwise and makes the corresponding 
changes via a separate Web tool. 
 
These peer control tools are useful for more than engaging users to actively participate in 
the safety of the community.  They also allow site administrators to be kept apprised of 
the constantly evolving standards in the community, so that the communication filters can 
also be adjusted and improved to match the standards desired by the community.   
 
 
Punishments  
 
To assure that users stay and abide by site rules rather than simply abandon the site, it is 
crucial that the penalties levied for infractions be fair, even-handed, and contributes to the 
shaping of behavior.  Site administrators levy a range of penalties for different 
infractions: 
 
1. Financial punishments.   Clams are Whyville’s virtual currency.  Users use clams to 

purchase virtual possessions in Whyville to enhance their use of the site as well as 
their ‘in world’ social status.  Users work very hard to raise their clam salaries and 
are understandably unhappy when clams are taken away. The penalty for minor 
infractions such as minor profanities is typically a fine in clams that takes into 
account the net worth (in clams) of a user. 

   
2. Restrictions on communication and public censure.  For more serious offenses, a 

user’s chat privileges can be suspended for a variable number of days.   During this 
time, the user is publicly censured in the sense that the user’s avatar appears with a 
piece of virtual duct tape across the mouth.  When a ‘taped’ user attempts to chat, he 
will utter only “mmmmm”.  Duct tape muting can be applied for 1 or more days but 
rarely more than 10 days, depending on the severity of the infraction and whether it 
is a repeat offense.  The days are counted as days logged into Whyville, rather than 
calendar days. 

 
3. Suspension of internal email privileges.  Y-mail is the city’s internal mail system.  

Privileges can be suspended for Y-mail when the user has broken a rule while using 
this particular channel for communication.  For example, sending chain letters or 
spam is against Whyville’s rules.  If a user is found to have sent chain letters using 
Whyville’s internal mail system, this user’s Y-mail privileges will be suspended for 
a number of days depending on the severity of the infraction.   
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4. Alterations in physical appearance.  Newbie face refers to the penalty that is applied 
when a user is found to have constructed an avatar that is inappropriate for the 
community.  For example, an avatar that is obscene or suggests inappropriate 
behavior (drug use, for example).    The user’s avatar is reverted automatically back 
to Whyville’s default plain face for first-time users, a smiley blue face, and the user 
is not allowed to enhance his avatar for a variable number of days dependent on the 
severity of the infraction.  Because users care a great deal about their appearance on 
the site, this is regarded as a significant punishment. 

 
5. Account banishment.  Banishment by account is the most severe form of punishment 

and is reserved for serious or repeat infractions.  A serious infraction might be 
blatant sexual solicitation or repeated solicitation of personal information.  
Numedeon also immediately banishes any user who claims to be a child but whose 
behavior suggests otherwise.  Once an account is banished, all the virtual items and 
clams accumulated in this account are removed and cannot be replaced. The user is 
allowed to register again and start fresh in Whyville, unless site administrators have 
chosen to banish this user by IP address.   

 
It is important to note again that penalties exist and work in Whyville because users 
spend a great deal of time and effort establishing their personal identities and possessions, 
and because they are made to feel like they are part of the community.  Because the users 
of Whyville have to earn their clams and jump through hoops (see section Barriers to 
Entry) to obtain even their basic communication privileges, the penalties carry weight.  If 
it were trivial to accumulate clams and a banished user could simply register again and 
start chatting right away, these penalties would not be nearly as effective.  It is only 
because the users of Whyville care deeply about their Whyville identities, the clams they 
earn, the virtual goods they accumulate, from face parts to furniture to cars, and the 
reputation they have built in the community as writers for the newspaper, face part 
designers, business owners, or perhaps senators for example, that this range of penalties 
are an effective method for shaping their behavior on Whyville.  
Rewards for Positive Behavior 
 
Analysis of site statistics clearly indicates that the more committed a user is to the site, 
the better their behavior.  Therefore, facilitating engagement with the site and integrating 
rewards for good behavior are Numedeon’s top design priorities.  As a result, in addition 
to punishments for bad behavior, a number of opportunities exist for the users of 
Whyville to receive rewards for good behavior.  The process of rewarding good behavior 
is facilitated by the system keeping close to exhaustive logs of all user interactions.  
 
The social and educational design of Whyville is beyond the scope of the current 
document.  However, the following are a few illustrative examples of how rewards for 
good behavior are integrated into the community.  Users who have not been penalized for 
a certain period of time, together with other criteria, are eligible to become official 
community helpers in Whyville, a coveted status that contributes to their prestige and 
recognition on the site.  For example, community helpers sit behind a help desk at 
Whyville’s Newbie Center and give help and advice to new users.  A user’s behavior is 
also evaluated as part of their WhyCO score, a Whyville analogy of the FICO score in 
real life, based upon which loans in Whyville clams are provided to buy premium in-
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world items, such as cars.  Periodically, the community will also have a good citizenship 
month, during which good behavior can earn a user clams or a special pin.  Good 
citizenship is also a criterion for being part of Whyville’s City Patrol team.  City Patrol 
team members help patrol the city and report inappropriate behavior to site administrators 
directly.   
 
Activities for Whyville are designed with the goal of promoting good behavior through 
positive reinforcements, sometimes via more subtle methods.  For example, games that 
reward teamwork and collaboration foster camaraderie and amicable behavior between 
users, thereby cutting down on inappropriate behavior that devolve from altercations. 
Activities that reward users for creating content that becomes part of the site increase a 
sense of ownership and identification.  When users identify with a community and call it 
their own, crime decreases, just as in the real world.  Activities that reward community 
involvement have the same effect.  Within a virtual world, opportunities like these 
abound.   The creative and imaginative integration of rewards for good behavior into the 
site’s games, activities, and structure of the community is key in a safety system whose 
overall goal is to educate and shape behavior to produce responsible, educated citizens, 
not only in the virtual but also the real world. 
 
 



11 

Conclusion 
 
The components described make up the safety system designed by Numedeon and is 
currently deployed for Whyville.  These processes, methodologies, and tools allow users 
and administrators of an online community to act synergistically to maintain safety and 
set standards  
 
Numedeon devotes considerable technical and financial resources to create and maintain 
a safe learning environment in Whyville, with eight years of experience in managing the 
safety of its citizens.  While there is no such thing as “absolutely safe”, comments from 
parents, educators, and the children in Whyville attest that they perceive safety as one of 
Whyville's strong points.  The company is also recognized by an increasing number of 
organizations and the press for its efforts in this area.  Numedeon is pleased with the 
success of the company’s proprietary safety system, but recognizes that the Internet is a 
constantly evolving entity.  As such, Numedeon commits to continue in its effort to set 
the highest bar for best practices in safety standards. 
 
 
For further information contact: 
 
Dr. Jennifer Sun 
President, Numedeon, Inc. 
jen@numedeon.com 
 
Dr. James M. Bower 
CEO and Chairman of the Board, Numedeon, Inc. 
jim@numedeon.com 
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Appendix A.   
 
Sample questions from the Whyville Chat License Test.  The full test contains 20 
questions; to pass, all 20 must be answered correctly.  X indicates correct choice.   
 
1. Which of these are acceptable conversations in Whyville? (Check all 

that apply)  
 X Discussing the war in Iraq 
 X Helping your friend figure out how to spin the skater 
 X Asking a citizen what city he lives in 
 _ Giving out your password for a makeover 
 _ Giving out your email address 
 X Asking another Whyvillian what state or country she lives in 
 X Discussing your results from the Solstice Safari 
 _ Giving out the answers to the Tiki Tours Treasure Hunt 
 _ Engaging in X-rated behavior 
 _ Asking another citizen for her password to give her a makeover. 
 

2. Which of these are acceptable ways to respond to the A/S/L 
(age/sex/location) question? (Check all that apply)   

 X saying "10/Female/New York" 
 X saying "12/Male/Canada" 
 _ saying "11/Male/1234 Main St, Regina, Canada" 
 X saying "sorry, I don't feel comfortable giving out that information" 
 _ issuing a 911 report 
  

3. If your fellow citizen Jim announces in chat that "you are ugly and 
stupid", which of these are acceptable actions to take? (Check all that 
apply)   

X use your address book to permanently vaporize Jim, so you never 
have to see him again in Whyville 

 _ escalate the fight, using R-rated language to get back at him 
 X tell Jim you won't be speaking to him again 
 _ file a 911 report on Jim for bad language 
 X leave the room and hope you never see Jim again 

X use your address book to permanently silence Jim, so you never 
have to hear anything he says. 
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Appendix B.   
 
Technical Description of the Automated Chat Filter 
 
The automated filtering processes of this system detect occurrences of previously defined 
inappropriate words and phrases before they become public in the community.  A given 
chat phrase follows a strict procedure through the system.  First, it is analyzed by a set of 
automated filters that catches not only exact matches to pre-defined words and phrases, 
but also popular close spellings and other alterations on the theme (to be described in 
more detail in following sections).  If a match is found, the given phrase is rejected, and 
the user is asked to rephrase the communication.  A chat phrase is not made public to the 
community until it is found to be acceptable by this initial filtering process.  Acceptable 
phrases are then passed through a second filtering process that involves a list of flagged 
words and phrases that may be objectionable or not, depending upon the context in which 
it was used.  Phrases flagged by this process are shipped on to a human administrator, 
who accesses a Web page tool that shows the flagged phrase and the surrounding 
conversation as well as the behavioral history of the offender.  The administrator reviews 
this information and makes a judgment about the offense and metes out a penalty 
corresponding to the seriousness of the offense.  For the community in which this system 
has been implemented and tested, the penalties include fines and suspension of chat 
privileges.  For repeated offenders and the most serious offenses, the user may be 
permanently banished from the community.  In any case, the penalties can be applied 
using the same Web page tool. 
 
The special characteristic of the automated filtering processes employed in this system is 
its ability to detect words and phrases that are less-than-exact matches to items on a pre-
defined list.  Each chat phrase submitted to the system is subjected to a series of string 
manipulations that result in a group of phrases and words.  These alternate versions and 
derived components of the original phrase represent stripped down versions of the 
original phrase.  The purpose of these manipulations is to detect target words even if they 
have been disguised by extra inserted spaces, periods, and/or other symbols.  For the 
community in which this system has been implemented and tested, the group of phrases 
includes: 
 
1. all-lowercase version of original phrase 
2. all-lowercase version where all non-letters are substituted by periods 
3. all-lowercase version where all non-letters and non-spaces are substituted by periods 
4. all-lowercase version where all consecutive periods are coalesced into one 
5. all-lowercase version where all consecutive spaces coalesced into one 
 
The group of words includes: 
1. words in the original phrase split based on spaces 
2. words in the original phrase split based on non-letters 
3. words in which all non-letters are converted into periods 
4. words in which all consecutive periods are coalesced into one 
The group of phrases is then matched to a list of patterns that contain target patterns that 
include real words (typical curse words, for example), close spellings of these words, as 
well as permutations of these words with periods and spaces inserted between letters.  
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The group of phrases is also matched to a list of longer, less typical offensive words as 
well as phrases.  The group of words is processed for exact matches to a list of words and 
for start-of-word matches to another list of words that are often used with suffixes.  The 
system also allows two exact-match lists of words and phrases that can be personalized 
by each individual user: 
1. words and phrases that the user do not wish to say (send) 
2. words and phrases that the user do not wish to see (receive) 
 
The personal list for outgoing chat phrases is a useful safety feature for preventing 
personal information such as family names, street addresses, etc. from being 
communicated unwittingly.  The personal list for incoming chat phrases allows users to 
tailor their online environments to their own personal standards. 
 
If a positive match emerges from any part of the above procedure, the chat phrase is 
rejected.  The user is asked to rephrase the communication, and the rejected phrase is 
never made public to the community. 
 
It should be emphasized that the words and phrases to be included in these lists should be 
determined from analysis of the chat phrases used within the given community.  The list 
of patterns, for instance, should comprise of the most popular offensive words in the 
community, words for which the users will spend considerable time and effort attempting 
to bypass the filter by using alternate spellings, substituting letters with symbols, 
inserting spaces between letters, etc.  These lists should also be continually updated and 
improved in order to keep up with the natural evolution of language in a community. 
 
Even after a chat phrase has passed successfully through the processes and is made 
public, the analysis continues.  This chat phrase is analyzed using yet another set of filters 
that determine if it should be passed on to a human evaluator.  The filter lists for this part 
of the process consist of words and phrases that may or may not be offensive, depending 
upon its context.  A human evaluator is therefore the best judge.  If the administrators 
notice that a given word or phrase is by and large used in an offensive manner and would 
therefore be more efficiently dealt with by the initial automated filtering process, this 
word or phrase can then be added to the appropriate pattern lists or phrases lists.  
Analysis shows also that a good indicator of offensive words and phrases in a 
conversation is the presence of other offensive words or phrases.  By forwarding 
suspected offensive communications together with the surrounding conversation to the 
administrators, the system also allows the administrators to notice potential new offensive 
words and phrases to be included in the analysis and be apprised of new developments in 
the language of the community. 


